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Introduction

Problem?

Gap between Developers and Operations Teams O

CHE™

Why Devops?

Enforce Reliability into code by Automation
Promote Collaboration

Remove Blind Spots between teams
Secure Applications
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OSI| Model

Troubleshooting Tools

- telnet (Layer 4)

- curl (layer 7)

- nmap (Layer3)

- traceroute (Layer3)
- Ping (Layer3)

Skills Weight - Important

\

J

1) 7. Application

\EY) 6. Presentation

\#4+) 5. Sessicn

1 4. Transport

( 3. Network

25) 2. Data Link

<=) . Physical
e ~

S bme

Q) —/Layers

J of the OSI Model

e End User layer
e HTT?, FTE, IRC, SSH, DNS

o Syntax kxyer
e SSL,SSH, MAP FTP, MPEG, JPEG

e Synch & send to port

o APl'y, Scochots, WinScock

e End-0-end comections
e TCP,UDP

o Packs

o IP, ICMP, IPSec, ICMP

e Frames
e Ethernet, PPP, Swilch, Bridge

e Physcal structure

o Couar, Fiber, Wirehess, Hubns, Repraters



Systems Administration

What?

The skill of managing, configuring, securing, and troubleshooting Linux/Windows
based systems

Business Value?

- Minimal and high performing Operating Systems for
Applications Runtime

- Open Source, and Enterprise options

- Wide Coverage for Resources Skills to maintain



Systems Administration

Famous Operating Systems: ‘
Unix (FreeBSD), Linux (Redhat, Debian, SUSE),

Windows (Windows Server) Red Hat

Weight - Very Critical
§ FrecBSD Gadkiﬁaﬂl

G

SUSE




Systems Administration
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Systems Administration

Top 50 Linux Commands
you must know

= 31, kill and killall 41, apt, pacm
22. 32. df 42, sudo
23, 23, mount 43, cal
. man 24, 34, chmod 44, alias
. uname 25. export 35. chown 45. dd
. whoami 28. zip 36. ifconfig 46, wheris
. tar 27. unzip 37. traceroute 47. whatis
. grep 28. ssh 38. wget 48, top
. head 28. service 39. ufw 49, useradd
10. clear . tail 20.ps 40, iptables 50, passwd

1.
2.
3.
4,
5.
6.
7.
3.
9.




Web Servers and Reverse Proxies
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Web Servers and Load Balancers

What?

Software that is responsible for Serving Web Content (Web Sites),
Hosting APIs, HTTPs, Reverse Proxying, Load Balancing

Business Value?

Communication Encryption

Applying Authentication/ Authorization
Load Balancing

High Availability Setup

Customized Routing Layer 7 Requests



Web Servers and Load Balancers

Famous Reverse Proxies:

Nginx, Apache, Microsoft IIS, Cloud
Resources

LI

4 APACHE

Weight - Important



Scripting

curl == =X POET hitps:/Sfapi.teleprameorg/bots{myBotToken}/ sendMessage —d chal_id=$myGroupChatle -d parse_mode="STHL" -d Lext=""
New code pusasd te <heSCI_UDMMIT_BRANCH</h> branch! §F

~b=Project</o~ f': $CI PROJECT NANE

<b>Conm=_tter</b> %1 $EITLAB_USER_NAME

<b>Revision 10</0> JB: $CL_CONMLI_SHORT_SHA

3 <b>~Conm_t Message</b> @:

14 $UI_UDNMIT_MES5AGE

-

Check code changes at the following commit URL ¢3!
$LL_PRUJECT _USL/=/commit/SCL_CONMLIT_SHA

e e




Scripting

What?

Writing short programs (scripts) to automate tasks, often
using languages like Bash, Python, or PowerShell.

Typical Use Cases

Database Backups and Archiving
Logs Rotation

C1/CD Customized Jobs
Reducing Human Error



Scripting

Top Scripting Languages:
Bash, Python, Powershell, CMD Batch

Weight - Important

Note:

Once you work a bit on OS skKills,
learning this skill will make more sense



Database Management

What?

The process of storing, organizing, and accessing data using
structured/ unstructured systems like relational or NoSQL databases.

Business Value/Real Life:

e Data
o User Information in Facebook

o Patients Information in Hospitals Systems
o etc



Database Management

Famous Technologies

SQL/Relational Databases: M H S Q L |

MySQL, PostgreSQL, Oracle, MSSQL, Cloud Resources
NoSQL Databases:
MongoDB, Redis, Cloud Resources
Expected from you:
Provisioning and Maintenance

e Basic Level Queri
o ngfupgvaendxrecrrl\?\?ing mongoDBPOStgreSQL

Replication

Weight: Normal



Source Code Management

What is SCM?

Source Code Management is a practice where developers can collaboratively
write code and maintain a stable code base, and it is typically the starting point of
CI/CD pipelines

Why we need it?

Where’s your change

When did you change this

We don’t want this feature now, let’s code it later

| want to review your code changes

| want to see the history of the changes in the code



Source Code Management

Famous Technologies:
Git, Gitlab, Github,
Bitbucket

Best Practice:

Gitflow Branching Strategy,
Push Policy, Protect main
branches

Weight: Critical

o

git O

GitHub

& GitLab

O Bitbucket



Terms

Certrel Iemate Ressos tory

GIT Commit Flow

Repo

Pull / Clone - o
lb:.‘luolp&. U

Commit !

Push .

Branch

Merge Your Work

Pull Request/Merge Request

Master l l

Someone Else’s Work



Who, When, What?
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Let me Review the Change before we take it live
_—————

Fin =h your review =

Write Praviaw H B 7

Il
N
v
A

? = = 2= @ 2 S

This is looking good. | laft 8 few comments that should be addressed befora this 2R gets

I merged. <
Aldschl gs by draguing & dioppiwy, selecling ur pasting Lhaem. D
)
9 Comimenl
Suoent general feadback without explict approva
Y ) Apgprove
3 Syt feedtack and apgrove merging these changes

@ Reguest changes
Suomit feedback that must be addressec before merging.



Cloud Computing

What?

Data Centers operated by Other companies accessed over the internet or private-network and
Providing Infrastructure, Platforms, and Software as a Service

Business Value?

We Trust Microsoft Datacenters more than ours,

We want to eliminate Datacenters management overhead
We don’t want to spend over Data centers, Cooling, etc
We Want to Manage our cost in a monthly basis

We Want a Guaranteed Availability and a Scalability for our Systems



Cloud Computing

Famous Cloud Providers?

Azure, AWS, GCP, Oracle, and Digital Ocean

Weight - Important m l
~—

L
“rfamaZzon

“" webservices




Containerization

What is a container

Packaging applications and their dependencies into isolated units (containers)
that run consistently across environments.

Why to use?

It works on my machine

All In One Object. Ready to run and it will run for sure
portability and consistency

Microservice Architecture



Containerization

Basic Concepts:

Image -> Container,
Registry, Build, Push

Famous Tools:

Docker, Podman

Weight: Critical

b e

F

-—

&0

L podman



Containerization
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Containerization

B ubumiuiNp72:3124195. = X + v

openjck:11-jdk
g¥g author
env=production

apparea /data/app

goge



Containerization

hemantasundaray@: ~/lesktop/docker-demo § docker build . -t sample-flask-app:vil
[+] Building 7.2s (9/9) FINISHED




Containers orchestration

What?

Automating deployment, scaling, and management of containerized applications
across clusters.

Why:

e Enables high availability and fault tolerance.
e Simplifies complex microservices management.
e Supports dynamic scaling and self-healing.



Containers orchestration

Famous Tools:

e Kubernetes (k8s)
e Docker Swarm
e Red Hat Openshift

Weight: Critical (If being used)

kubernetes

RED HAT
O OPENSHIFT

Orehastrator

R

Node Node Nede

%9




Kubernetes

De facto in Containers orchestration

Many flavours

Managed, Self-hosted

kubernetes

3 Q&

Examples



Helm

What is?

Is a packaging tool for Kubernetes-based applications
It packs both App+Infrastructure resource

Why we use it?

Declarative syntax

Desired State Management

Gitops, Code Delivery approach with reviews

Weight - Important (if Kubernetes is used)




Continuous Integration Continuous Deployment/Delivery CI/CD

What?

Building an Automation Lifecycle for Applications Delivery from Static Code to
Production

. Q} git A oocker aws
YIJIIRA 2C/0S —
~.Confluence 'g
CHEF
N
Maven @

ssbt} ..

testRigor  Jenkins splu



Continuous Integration Continuous Deployment/Delivery CI/CD

Business Value?

Speed up release cycles.
Improve software quality and reliability.
Reduce manual intervention and deployment risks.

{
{
o
e Enforce Application Security



Continuous Integration Continuous Deployment/Delivery CI/CD

Famous Technologies?

Jenkins, Azure Devops, Github Actions, Gitlab Cl, TravisCl, and CircleClI

Q Jerkirs v v GitLab v some  Dirgiel v

9 TeamCity v & Teanss Cl v ‘:J Azure DeQps Server v

samboc v GITHUL Act ons v w - - Codeshipbe. v
) 4

Weight - Most Critical

R
4

st




Infrastructure as Code (l1aC)

What?

Building an Automation Lifecycle for Infrastructure Changes from Static Code to Production

Streamlining Infrastructure Changes through CICD pipelines, using declarative syntaxes for
Desired State Management

Business Value?
Famous Technologies?
Weight



Infrastructure as Code (l1aC)

What?

Building an Automation Lifecycle for Infrastructure Changes from Static Code to
Production

Business Value?

e Enables repeatable and consistent environments.
e Supports version control and automation.
e Reduces configuration drift and manual errors.



Infrastructure as Code (l1aC)




Infrastructure as Code (l1aC)

Famous Technologies?

Terraform, Azure RM, AWS Cloudformation

laC tools

FOm SOuUrces acos: Ine weo

.E' Terraform v 9 Axwsible v 'ogres Chef

e MNlura - .upl Mppet - m AWE Claudlormaton
- Coogle Cloud Deployment M... v ﬁ Salt v g% Resource manigement
ISTAZK e

Weight - Normal



Configuration Management

What is it

Manage your infra from central point

Why we need it Arsil |
Govern your infrastructure management s ™
Examples |
Ansible

Weight - Critical if Used WAVC fimmee



Secret Management

What is Secret Management?
Storing, distributing, rotating, and revoking secrets securely
Why we need it?

e Prevent credential leaks
e Preventing unauthorized access to secrets
e Removing Hardcoded passwords in Source

Code

Azurs Key Vault vz HashiCorp Vault:

Ciampariann




Secret Management

Features:

Centralized Secret Store, Automation, Compliance

Examples:

Cl/CD Secretes, Azure Key Vault, Hashicorp Vault «

What is expected from Devops Engineers: . v
Provisioning, Managing AuthN/AuthZ, Configuration !

Vault
Weight - Critical 80‘

Secrza Conmeey : P y—

Al hnpenenlaiis ol Faxdosy wull



Secret Management
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Observability

What is it?

e The ability to understand system behavior and performance by analyzing
telemetry data (logs, metrics, traces)

Why we need it?

e Accelerates root cause analysis and incident response.
e Improves reliability and user experience.
e Enables proactive performance tuning and capacity planning.



Observability

Famous Technologies Pillars of Observability ..

e Prometheus, Grafana, Loki morvioring ISR | 7‘
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Terms

Query Language

Metrics
Values
Logs
Logs
Traces

Track request

\\\\\



Dashboards

What is it
Prepared visualizations of Operational Logs
Aggregations

Ex: Failure Rate, Response Time

Why we need it .

) uf'* * | 5 126 - (-\
Golden Signals, Anomalies Detection, Alerting AL L L R

Weight - Normal for Devops Engineers

Weight - Critical for SREs



Extras - Gitops

What?

Manage both App and Infrastructure changes through Code Review Process

Business Value?
Reduce Manual Intervention Errors
Improve Developers Productivity

Adopt Code Review into Cloud Native applications
changes

“I could make an Error, but We are less likely to do so”



Extras - Gitops

Famous Technologies? ﬁ

ArgoCD, FluxCD, Helm orgo

&

Weight - Normal Atlantis

Ter-atorm Pull 22 est dutomat or %

flux

/



Extras - DevSecOps

What?

Enforcing Application Security Scans into CI/CD pipelines
Business Value?

Secure Applications from early development stages
Utilize Quality Gates for Secure Releases

Famous Technologies?

SonarQube, OWASP ZAP, Synk

Weight - Normal



How To start and get into a job

There are no Jr. Devops Roles

Make yourself an Experience from hands-on projects
Work with your hands-on

Oracle Virtual Box

Github, and Gitlab

Kodekloud for Skills

PluralSight for Certificates

AWS/ Azure Free Plans



Recommendations

Change doesn’t happen between a day and night?

Always, think, speak, and be driven by business value/terms

Focus on Concepts Only. Commands or Configurations are available
everywhere

e Once you land a job:

Make your Standard and Enforce it “Work Smart not Hard”
Don’t embrace workarounds, they will make you “work hard”
Follow Devops Institute, subscribe to their mailing list

Read about Site Reliability Engineering

O O O O



Sponsors

e https://nogalliance.org/



https://nogalliance.org/

